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Abstract of JP 10093547 (A) 
PROBLEM TO BE SOLVED: To utilize a 
characteristic such as information and importance of 
service by providing a means that decides 
communication quality so that the quality of 
encryption and authentication communication relating 
to a higher layer is higher than the quality of 
encryption and authentication communication relating 
to a lower layer. SOLUTION: This equipment is 
composed of a QOS(quality of service) setting 
means conducting a QOS request setting means 
being a connection open realize means having QOS 
depending on each layer and a QOS storage means 
that receives hierarchical information and stores 
corresponding QOS as a table. On the occurrence of 
a communication request, at first highest quality QOS 
is requested and set based on hierarchical 
information K. The connection is in use and 
encryption and authentication communication is 
conducted with a highest master key.; After the 
encryption and authentication communication is 
finished, the connection is closed. Then the 
hierarchical information K is being decreased one by 
one and the connection depending on the layer is 
requested and set again and the operation is 
repeated and when K reaches 0, the communication 
is terminated. 
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iwtmu mmmmfs&ti. ±m i mzm-tm 
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m$*§r ■ mmm^sMi. zoiz. mmeos, 
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^bs^i^ ATMtfcftiiQost iximmtM 

[ooi2] g®t(±T-^^fi$tiT^^ 
sft tT"«wr H TC"j) d . iammi$m%t'i l zi. 

f -y i- ^ a,^ e i -t t^^gft arc 
+^vs'- y ? r * * >; m->x%iftnmmvht>-o< 
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nmwjk^&mm^-mzi. ~> xmrn^hx 1 -t s 

. «t±»ft^^LTBi^€#|%tA?j£il 

mw^n&m*m^x>&8LZtLh. tit. ztit> 
^mzxhmmtwjkwn^m^zx^xmm 
ti, ^^Km^mw.iQosfkTE^mzm^tih, 

t*s*^t>s>4) izfctxm^tmbit. scorns, 
iwmmmmmt txQosimm^zmi . 
[oo24]^qo smmmmmmMizmt 

JS§tl, A7J§ix^^lff*tJ5E t^QO S £ QO Sift 

Wffi£#^Fif5gcO'lf « ) lz?J\j£<7)imfr^/ttzmtt 
•CKQOS£i&£- £fi;Jrt&. 
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[0026] gft iiTii, ® 1 mmmm^Ltzm 
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m Lx^r^mm. & . fx ^ v 

x&tam'mzfflr ^tcoimmmtxummm 

#iaii^«^Jt 'it mtf&m^mx<mztix i ^^p§ 
m?mt%imnmmix^fi$:Mt Lxwmm^ 

mzXtlL. Bf^'ltS&fM^LEtiTJSit^, fcfc'U ff 

^fc&S. QOS^tlf^gtiCPU. DSPf 

«Ma^g^RAM^«|E'li^gO$l^T"^ST"# , 

§4»fx^wia. a^i^sti® 1 rmmmmt 
mm?&&. fflffl&&t>c p u , d s pm^mm^mz 
£ix$mx$. mn^mtticpu^ Dspfti 
otsi izmmx # § z. 1 1 m h pxh h . 
[0027] ^mmm%mz-jv^x%mLtz 
fj\ mm^ttix^hi^iM^m^. mnzmm 
tmmt ximttuf. mmmm lx h mm^ 
mzk^xmvmmmzzbttzmmfMmxfoiz t it 
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i o o 2 8 ] <m 3 conMM>m i , m 2 juijB® 
^L*y *Mficfei>T!igK m2crMmmm 

[0029] Tli-Wfc LTffi l oSSiJ$$£i3tt 

pimztix ^ h 1 1 . m 6 mmiz&uxv§m&K 
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■ tmmmmTiz^-f i d - b a s e dit^^t 

[0 0 3 0] [ID-basedlMMllIilf 
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tv^mmmyi. fmmmz>mtt&mik ixn 

i;<ftj£>iiT^I> (limit*, rftf-^fcfiffg-fe 
U T A j Bg^, 1 9 9 0. «H4»#ffi3) . JJIT 

[0 0 3 2] [SI* (^) COHENS: 

i ) ^yn±-^mwmt Lx-'mmmn^^i -j 

q. Ml-^ild^ifStS^. n= (p ■ q) , Rtf 
Bf^i e ^r^M-T I, ( Bf -f-ii e fc ft-f H d (± e ■ d = 1 
mod (p-1 ) ■ (q-1) colSlffi&fc-?) „ £^ 
C IHSCTEKttGF (p) tGF (q) <?MMjt£h 

[0033] 2) m^vYv-vnxmz. 

I Djd mod n^im- jMfl LXtt^VK ZtlZffl 



[0034] 3 ) i-if Afci-if B{d^#£?r3 t 

# i^tro i - i v i 3 &iift ■ imzfi-j » 

i. :x— f AiiSJckA^ffitfcHt^ CA=SA- gkA 
mod n£^-— f'BfcjMI,, 

ii. *f B(±SLi*kB^ffgtSV, CB=SB- gkB 
mod n^i-HfAtMI> 0 

iii. ^l— f BJiy= (CAe/I DA) kB mod n 
( = gekAkB m o d n ) ^t\%t-f h <, 

iv. *f'A(±y= ( CBe/I DB) kA mod n 
( = gekAkB mod n ) £ ffSfc -fh 0 

[003 5]4)a-fA, B fc 4> Cy £ft^f&fc LT 
Bf^lft^T^ 

[0036] ZZX\ ~?X?m±2) fcfctt&Sjfcffl 
SL. y-?mi3) {zjirthy^mmh. ioT, 
2 ) cOSjH;^^— WfUfi 0,3) ■ 

mmomzm-hmr ■ immnxfo*). 4 ) ffr-9 
^zmth^wMmzmmh. ttz. j-— ¥Aim5<?) 

S*fiS? 1 eoHSB^tS't^S^fflt. 4^D«0 1 d - 

hsisedmm^i^Lxv^hb-fh (3i?g, tfrii 

C0Sj(±Kl D-b a s e d^ffSC J: otflS 

iiT^I>) . 

[ 0 0 3 7 ] JL-HfA(iJL—|fB t Bf^ ■ fSfBl 

fi*ff 3 b#, = 2 1 ixm 1 

y 3 y^lSft, 3-— ¥ AtiJL— »f b fc^T&ttco 1 d 

-base d||4±^|g&fflUT . 3 ) «i ■ jlft£ 

O S cox* V ^ , JL-f B t <7)W\ iz K = 2 cOit^IiTF 
^yaV^ffiut, f B fc comTV- f&yizi. 
[0038] mz, zi^y B yU7Mc)Mmx\ ix 

?Mimimt%imx^tbmzti, zzemmf- 
mzmrz tixa *) , v~ ? mmmvtm&m-w 
x^f&zhuimz^cottm^htw&z^it « z.<n 

[0039] jifi^'r-^^v-^iirBt^btTg 
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murvfch xh iv- ?m?tmmt ix ^mmn t 
* t p d u ^flijig l , qos lait^s* 1 ^ -e topgs £*t 

JE-tSlSiHifiWQO S £#tfC ATM^HLtTgffl- 

- ^ £ Bt^t l t ^coptsff m ktuzPDuzmtfi 

L. QOS & ^ copgg (cMJE-t 5 mflEcO Q O 

sjaT^iftfi^Qo s zmrxftmzATM&wkLx 
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[0040] gM^tii-M^jSLfc P D UA^Hf-fflf 

tztzb, Bi^ft#^fc(27-?llfc^$IT* 
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tmmm *9mt , ^mmmmmm-hi 
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a ux i>m i ~e 4 q o s tcpi-f-i> gfrfr & *<rm%$ 
mzw^mt hit izx-ox^mzmmx^ izt im 
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coiia t aft s**%st$ ft-c ut t> . i -^com&fr ?> 

[ o o 4 5 ] ttz , ^mxamn. wmLtz&mmm 
mcymm^mm- 1 v ? f v * r w° n a a - f % 
mm t ^E'liMft £ , >-x t a h t \ Mmwizim t . 

^coiyX^Aht^MSMco^y^j.-^ (tfzlicp 

uwpu) mimmmzmm § *i./> 7 w ^ a ^ - f 

[0 04 6] Z<7)i§^^ IB1tM#:^Mft$^7W 

g**ffflra Ltzwmm^mm^mm-h z 
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